Routing & Switching Essentials - Chapter 1, Routing Concepts

Exam Objective
Page NICE NGSS ITEA DODEA
& ICND1 (100-105) CCNA (200-125)
Section 1.0 Introduction
1.0.1 Welcome
1.0.1.1 Routing Concepts K0011 HS-ETS1-2. 3.1 Describe the routing concepts
CCR.ELA-
1.0.1.2 Class Activity - Do We Really Need a . . )
Map? HS-ETS1-2. Literacy.WHST.11- 3.1 Describe the routing concepts
) 12.7.
Section 1.1 Router Initial Configuration HS-ETS1-2. 3.1 Describe the routing concepts
1.1.1 Router Functions HS-ETS1-2. ITEA.2. IT-NET 3.5 3.1 Describe the routing concepts
1.1.1.1 Characteristics of a Network T0O035 HS-ETS1-2. ITEA.2. IT-NET 3.5 3.1 Describe the routing concepts
1.1.1.2 Why Routing? K0011 HS-ETS1-2. ITEA.2. IT-NET 3.5 3.1 Describe the routing concepts
1.1.1.3 Routers Are Computers K0443 HS-ETS1-2. ITEA.2. IT-NET 3.5 3.1 Describe the routing concepts
1.1.1.1 Routers Interconnect Networks K0516 HS-ETS1-2. ITEA.2. IT-NET 3.5 3.1 Describe the routing concepts
1.1.1.5 Routers Choose Best Paths S0178 | HS-ETS1-2. | ITEA.2. IT-NET3.5 |- Select the appropriate cabling type based on
implementation requirements
1.1.1.6 Packet Forwarding Mechanisms K0011 HS-ETS1-2. ITEA.2. IT-NET 3.5 3.1.b Forwarding decision based on route lookup
1.1.1.7 Int tive Activity - Identify Rout CCR.ELA-
nteractive Activity - Identify Router K0011 HS-ETS1-2. .
Components Literacy.RST.11-12.7.
1',1'1'8 Packet Tracer - Using Traceroute to KO111 HS-ETS1-2. . CCRELA- 5.6.a Ping and traceroute with extended option
Discover the Network Literacy.RST.11-12.7.
CCR.ELA-
1.1.1.9 Hands-on Lab - Mapping the Internet HS-ETS1-2. .
Literacy.RST.11-12.3.
1.1.2 Connect Devices ITEA.2. IT-NET 3.5
1.6 Select the appropriate cabling type based on
1.1.2.1 Connect to a Network K0443 ITEA.2. IT-NET35 | > appropri N8 typ
implementation requirements
1.1.2.4 Default Gateways K0516 ITEA.2. IT-NET 3.5 3.2.¢ Gateway of last resort
5.4.c. (i) Source address
1.1.2.3 Document Network Addressing S0178 ITEA.2. IT-NET 3.5
1.1.2.2 Enable IP on a Host K0332 ITEA.2. IT-NET 3.5
1.1.2.5 Device LEDs 70153 ITEA.2. IT-NET3.5 |- Select theappropriate cabling type based on
implementation requirements
1.6 Select the appropriate cabling type based on
1.1.2.6 Console Access T0029 ITEA.2. IT-NET 3.5 implementation requirements
5.6.b Terminal monitor
CCR.ELA-
1.1.2.7 Syntax Checker - Enable IP on a Switch TO035 HS-ETS1-4. .
Literacy.RST.11-12.4.
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1.1.2.8 Interactive Activity - Document an 10100 HS-ETS1-4. CCR.ELA-

Addressing Scheme Literacy.RST.11-12.7.
1.1.2.9 Packet Tracer - Documenting the HS-ETS1-4. . CCR.ELA-
Network Literacy.RST.11-12.7.

1.1.3 Router Basic Settings

1.1.3.1 Syntax Checker - Configure Basic Router CCR.ELA- 5.3 Configure and verify initial device configuration
] T0035 ITEA.17. . ;
Settings Literacy.RST.11-12.4.|5-4.d Login banner
1.1.3.2 Syntax Checker - Confi IPv4 CCR.ELA-
yntax Checker - Configure an IPv 10035 TEA17. .
Router Interface Literacy.RST.11-12.4.

1.11 Identify the appropriate IPv6 addressing scheme to satisfy
1.1.3.3 Syntax Checker - Configure an IPv6 10035 TEAL7 CCR.ELA- addressing requirements in a LAN/WAN environment
Router Interface " |Literacy.RST.11-12.4.|1.14.a Global unicast

1.14.c Link local
1.1.3.4 Configure an IPv1 Loopback Interface T0035 ITEA.17. 5.2.f Loopback
1.1.3. - iguri .ELA-

3.5 Packet Tracer - Configuring IPv4 and IPv6 10035 TEAL7, . CCR.ELA
Interfaces Literacy.RST.11-12.7.
1.1.4 Verify Connectivity of Directly Connected
Networks
. . CCR.ELA- ) . .
1.1.4.1 Syntax Checker - Verify Interface Settings S0041 . 1.12 Configure, verify, and troubleshoot IPv6 addressing
Literacy.RST.11-12.4.
1.9 Compare and contrast IPv4 address types
1.12 Configure, verify, and troubleshoot IPv6 addressing
. . 1.14.a Global unicast
1.1.4.2 Verify IPv6 Interface Settings S0041 1.14.c Link local

1.14.d Multicast

5.6.a Ping and traceroute with extended option
1.1.4.3 Syntax Checker - Filter Show Command CCR.ELA- ) ) )

S0041 i 1.12 Configure, verify, and troubleshoot IPv6 addressing
Output Literacy.RST.11-12.4.
1.1.4.4 Syntax Checker - Command History 0041 . CCR.ELA- 5 6.b Terminal monitor
Feature Literacy.RST.11-12.4.
1.1.4.5 Packet Tracer - Configuring and Verifying 0041 CCR.ELA-
a Small Network Literacy.RST.11-12.7.
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1.1.4.6 Hands-on Lab - Configuring Basic Router 0041 CCR.ELA- 1.12 Configure, verify, and troubleshoot IPv6
Settings with 10S CLI Literacy.RST.11-12.3.|addressing
Section 1.2 Routing Decisions
1.2.1 Switching Packets Between Networks ITEA.17.0. IT-NET 3.5
1.2.1.1 Router Switching Function K0443 ITEA.17.0. IT-NET 3.5 2.2 Interpret Ethernet frame format
5.4.c. (i) Source address
1.11 Identify the appropriate IPv6 addressing scheme to satisfy
1.2.1.2 Send a Packet K0443 ITEA.17.0. IT-NET 3.5 addressing requirements in a LAN/WAN environment
1.2.1.3 Forward to the Next Hop K0443 ITEA.17.0. IT-NET 3.5 2.2 Interpret Ethernet frame format
3.2.c Next hop
1.2.1.4 Packet Routing K0443 ITEA.17.0. IT-NET 3.5 2.2 Interpret Ethernet frame format
1.2.1.5 Reach the Destination K0443 ITEA.17.0. IT-NET 3.5 2.2 Interpret Ethernet frame format
1.2.1.6 Interactlye Activity - Match Layer 2 and K0443 TEAL7.0. | CCR.ELA-
Layer 3 Addressing Literacy.RST.11-12.7.
1.2.2 Path Determination IT-NET 3.5
1.2.2.1 Routing Decisions K0443 IT-NET 3.5 3.2.g Gateway of last resort
1.2.2.2 Best Path K0443 IT-NET 3.5 5.4.c. (i) Source address
1.2.2.3 Load Balancing K0443 IT-NET 3.5
3.2.e Administrative distance
1.2.2.4 Administrative Distance K0443 IT-NET 3.5 3.3 Describe how a routing table is populated by
different routing information sources
3.3.a Admin distance
1.2.2.5 Interactive Activity - Order the Steps in K0443 CCR.ELA-
the Packet Forwarding Process Literacy.RST.11-12.7.
1.2.2.6 Interactive Activity - Match the K0443 CCR.ELA-
Administrative Distance to its Route Source Literacy.RST.11-12.7.
Section 1.3 Router Operation
1.3.1 Analyze the Routing Table
1.3.1.1 The Routing Table K0443
1.3.1.2 Routing Table Sources K0443
1.3.1.3 Remote Network Routing Entries K0443 22 Interpret the components of routing table
5.4.c. (i) Source address
1.3.1.4 Activity - Interpret the Content of a K0443 CCR.ELA-
Routing Table Literacy.RST.11-12.7.
1.3.2 Directly Connected Routes K0443
1.3.2.1 Directly Connected Interfaces K0443
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1.3.2.2 Directly Connected Routing Table Entries K0443 5.4.c. (i) Source address
1.3.2.3 Syntax Checker - Directly Connected K0443 CCR.ELA-
Examples Literacy.RST.11-12.4.
1.12 Configure, verify, and troubleshoot IPv6
. addressing
1.3.2.4 Directly Connected IPv6 Example K0443 1.14.d Multicast
5.6.a Ping and traceroute with extended option
1.3.2.5 Packet Tracer - Investigating Directly K0443 CCR.ELA-
Connected Routes Literacy.RST.11-12.7.
1.3.3 Statically Learned Routes
1.3.3.1 Static Routes K0443 3.5 Compare and contrast static routing and dynamic routing
. CCR.ELA- 3.2.g Gateway of last resort
1.3.3.2 Syntax Checker - Static Route Examples K0443 .
Y P Literacy.RST.11-12.4.|5.4.c. (i) Source address
1.11 Identify the appropriate IPv6 addressing scheme
to satisfy addressing requirements in a LAN/WAN
environment
1.3.3.3 Static IPv6 Route Examples K0443 1.14.a Global unicast
1.14.c Link local
3.2.g Gateway of last resort
5.4.c. (i) Source address
1.3.4 Dynamic Routing Protocols IT-NET 3.1
1.3.4.1 Dynamic Routing K0443 IT-NET 3.1
1.3.4.2 IPv1 Routing Protocols K0443 IT-NET 3.1
1.3.4.3 IPv1 Dynamic Routing Examples K0443 IT-NET 3.1 1.14.c Link local
. 1.11 Identify the appropriate IPv6 addressing scheme to satisfy
1.3.4.4 IPv6 Routing Protocols K0443 IT-NET 3.1 addressing requirements in a LAN/WAN environment
. . 1.11 Identify the appropriate IPv6 addressing scheme to satisfy
1.3.4.5 IPv6 Dynamic Routing Examples K0443 IT-NET 3.1 addressing requirements in a LAN/WAN environment
Section 1.4 Summary IT-NET 3.1
1.4.1 Conclusion IT-NET 3.1
CCR.ELA-
1.4.1.1 Activity- We Really Could Use a Map! Literacy.WHST.11-
12.9.
1.4.1.2 Routing Concepts
Iris Kutch, Towson University April 2019
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Routing & Switching Essentials - Chapter 2, Static Routing

Page NICE NGSS ITEA DODEA Exam Objective
ICND1 (100-105) CCNA (200-125)
Section 2.0 Introduction 3.6 (.ZonfigL‘Jre, verify, and troubleshoot IPv4 and IPv6
static routing

2.0.1 Welcome ITEA.7. IT-NET 1.1
2.0.1.1 Static Routing K0443 ITEA.7.

CCR.ELA-
2.0.1.2 Activity - Which Way Should We Go ITEA.7. L'terac‘{'zngST'll'
Section 2.1 Implement Static Routes ITEA.7. IT-NET 3.1
2.1.1 Static Routing ITEA.7. IT-NET 3.1
2.1.1.1 Reach Remote Networks K0443 ITEA.7. IT-NET 3.1
2.1.1.2 Why Use Static Routing? K0443 ITEA.7. IT-NET 3.1
2.1.1.3 When to Use Static Routes K0443 ITEA.7. IT-NET 3.1
2.1.1.4 Activity - Identify the Advantages and CCR.ELA-

. . . K0443 ITEA.7. .

Disadvantages of Static Routing Literacy.RST.11-12.4.
2.1.2 Types of Static Routes ITEA.S. IT-NET 3.1

IT-NET 3.1
2.1.2.1 Static Route Applications K0443 ITEA.9. 3.2.g Gateway of last

resort

2.1.2.2 Standard Static Route K0443 ITEA.9. IT-NET 3.1

IT-NET 3.1
2.1.2.3 Default Static Route K0443 ITEA.9. 3.2.g Gateway of last

resort
2.1.2.4 Summary Static Route K0443 ITEA.9. IT-NET 3.1
2.1.2.5 Floating Static Route K0443 ITEA.S. IT-NET 3.1
- . . CCR.ELA-

2.1.2.6 Activity - Identify the Type of Static Route K0443 ITEA.9. Literacy.RST.11-12.4.
Section 2.2 Configure Static and Default Routes IT-NET 3.1
2.2.1 Configure IPv4 Static Routes IT-NET 3.1
2.2.1.1 The ip route Command K0443 ITEA.2. IT-NET 3.1
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IT-NET 3.1
2.2.1.2 Next-Hop Options K0443 ITEA.2.
3.2.c Next hop
CCR.ELA-
2.2.1. hecker - fi Next-H i
3 Syntax Checker - Configure a Next-Hop Static 50170 ITEA.2.  |Literacy.RST.11-12.4.
Route
3.2.c Next hop
2.2.1.4 Syntax Checker - Confi Directly C ted CCR.ELA-
: yntax Checker - Configure a Directly Connecte 50170 ITEA.2. '
Static Route Literacy.RST.11-12.4,
2.2.1. hecker - fi Full ifi R.ELA-
: 5 Syntax Checker - Configure a Fully Specified 50170 ITEA2. ' cC
Static Route Literacy.RST.11-12.4.
2.2.1.2 Verify a Static Route S0170 ITEA.2.
2.2.2 Configure IPv4 Default Routes ITEA.2.
2.2.2.1 Default Static Route K0443 Tea2. |28 Gatewayoflast
resort
2.2.2.2 Configure a Default Static Route S0170 ITEA.2.
3.2.g Gat f last
2.2.2.3 Verify a Default Static Route S0170 ITEA.2. g bateway ot as
resort
2.2.2.4 Packet Tracer - Configuring IPv4 Static and 50170 CCR.ELA-
Default Routes Literacy.RST.11-12.7.
2.2.2.5 Hands-on Lab - Configuring IPv4 Static and 50170 CCR.ELA-
Default Routes Literacy.RST.11-12.3.
2.2.3 Configure IPv6 Static Routes S0170
2.2.3.1 Syntax Checker - The ipv6 route Command K0443 CCR.ELA
o3ty P Literacy.RST.11-12.4.
2.2.3.2 Next-Hop Options K0443 3.2.c Next hop
CCR.ELA-
2.2.3.3 Syntax Checker - Configure a Next Hop Static .
S0170 Literacy.RST.11-12.4.
IPv6 Route
3.2.c Next hop
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2.2.3.4 Syntax Checker - Configure a Directly Connected

CCR.ELA-

S0170 Lit .RST.11-12.4.
Static IPv6 Route reracy
3.2.c Next hop
CCR.ELA-
2.2.3.5 Syntax Checker - Configure a Fully Specified i )
. S0170 Literacy.RST.11-12.4.|1.14.c Link local
Static IPv6 Route
3.2.c Next hop
. . 1.14.a Global unicast
2.2.3.6 Verify IPV6 Static Routes S0170 3.2.c Next hop 5.6.a Ping and traceroute with extended option
2.2.4 Configure IPV6 Default Routes IT-NET 3.1
IT-NET 3.1
2.2.4.1 Default Static IPV6 Route K0443 ITEA.2. 3.2.g Gateway of last
resort
2.2.4.2 Configure a Default Static IPV6 Route S0170 ITEA.2. IT-NET 3.1
IT-NET 3.1
2.2.4.3 Verify a Default Static Route S0170 ITEA.2. 3.2.g Gateway of last
resort
2.2.4.4 Packet Tracer - Configuring IPV6 Static and 50170 ITEA.2 CCR.ELA-
Default Routes - Literacy.RST.11-12.7.
2.2.4.5 Hands-on Lab - Configuring IPV6 Static and CCR.ELA-
S0170 ITEA.2.
Default Routes Literacy.RST.11-12.3.
2.2.5 Configure Floating Static Routes ITEA.2.
2.2.5.1 Floating Static Routes K0443 ITEA.2.
2.2.5.2 Syntax Checker - Configure an IPv4 Floating CCR.ELA-
S0170 ITEA.2.
Static Route Literacy.RST.11-12.4.
2.2.5.3 Test the IPv4 Floating Static Route S0170 ITEA.2.
2.2.5.4 Configure an IPv6 Floating Static Route S0170 ITEA.2.
2.2.5.5 Packet Tracer - Configuring Floating Static 50170 ITEA.2 CCR.ELA-
Routes o Literacy.RST.11-12.7.
2.2.6 Configure Static Host Routes
2.2.6.1 Automatically Installed Host Routes K0443
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2.2.6.2 Syntax Checker - Configure IPv4 and IPv6 Static CCR.ELA-

Host Routes K0443 Literacy.RST.11-12.4. 1.14.clink local

2.3 Troubleshoot Static and Default Route

2.3.1 Packet Processing with Static Routes K0443

2.3.1.1 Static Routes and Packet Forwarding K0443

2.3.2 Troubleshoot IPv4 Static and Default Route 50170 1.7 Apply troubleshooting methodologies to
Configuration resolve problems

1.7 Apply troubleshooting methodologies to
2.3.2.1 Troubleshoot a Missing Route S0170 resolve problems
5.6.a Ping and traceroute with extended option

1.7 Apply troubleshooting methodologies to
2.3.2.2 Solve a Connectivity Problem S0170 resolve problems
5.6.a Ping and traceroute with extended option

. . CCR.ELA- 1.7 Apply troubleshooting methodologies to
2.3.2.3 Packet Tracer - Troubleshooting Static Routes S0170 )
Literacy.RST.11-12.7.|resolve problems
CCR.ELA- 1.7 Apply troubleshooting methodologies to
2.3.2.4 Hands-on Lab - Troubleshooting Static Routes S0170 PRY & &

Literacy.RST.11-12.3.|resolve problems

Section 2.4 Summary

2.2.1 Conclusion

CCR.ELA-
2.4.1.1 Activity - Make It Static K0443 Literacy.WHST.11-
12.8.

2.4.1.2 Static Routing K0443
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Routing & Switching Essentials - Chapter 3, Dynamic Routing

Exam Objective
Page NICE NGSS ITEA DODEA
& ICND1 (100-105) CCNA (200-125)
Section 3.0 Introduction
3.0.1 Welcome
3.0.1.1 Dynamic Routing K0443
CCR.ELA-
Lit .WHST.11-
3.0.1.2 Activity - How Much Does This Cost TEA2.Z. | eraciz 5
Section 3.1 Dynamic Routing Protocols ITEA.2.Z. IT-NET 3.3
3.1.1 Dynamic Routing Protocol Overview ITEA.2.Z. IT-NET 3.3
3.1.1.1 Dynamic Routing Protocol Evolution K0443 ITEA.2.Z. IT-NET 3.3
3.1.1.2 Dynamic Routing Protocol Components K0443 ITEA.2.Z. IT-NET 3.3
3.1.2 Dynamic versus Static Routing TEA2Z. | IT-NET33 | 2 Comparesndconts aaticrouting and dynami
3.1.2.1 Static Routing Uses K0443 TEA2Z. | T-NET33 | P Comperesndcontas salcrodingand dynami
3.‘1.2.2 Static Routing Advantages and K0443 ITEA2 7. IT-NET 3.3 3.5 Compare and contrast s.tatic routing and dynamic
Disadvantages routing
3.1.2.3 Dynamic Routing Protocols Uses K0443 ITEA.2.Z. IT-NET 3.3 3.5 Compare and Contr::;;a:c routing and dynamic
3.-1.2.4 Dynamic Routing Advantages and K0443 ITEA2.7. IT-NET 3.3 3.5 Compare and contrast s'tatic routing and dynamic
Disadvantages routing
3.1.2.5 Activity - Compare Static and Dynamic CCRELA- 35C d i i dd i
1. .. y p y K0443 L|teracyRST11- . ompare and contrast S'tatIC routing an ynamic
Routing routing
12.4.
Section 3.2 RIPv2
3.2.1 Configuring the RIP Protocol
3.2.1.1 Router RIP Configuration Mode S0170 ITEA.8.
CCR.ELA-
3.2.1.2 Syntax Checker - Advertising Networks S0170 ITEA.8. Literacy.RST.11-
12.4.
CCR.ELA-
3.2.1.3 Syntax Checker - Verify RIP Routing S0170 ITEA.8. Literacy.RST.11-
12.4.
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CCR.ELA-
3.2.1.4 Syntax Checker - Enable and Verify RIPv2 S0170 ITEA.8. Literacy.RST.11- 3.7 Configure, verify, and troubleshoot RIPv2 for IPv4
12.4.
CCR.ELA-
3.2.1.5 Syntax Checker - Disable Aut
yntaxthecker - bisable AUt0 50170 ITEA.8. | Literacy.RST.11-
Summarization
12.4.

L . CCR.ELA- 1.9 Compare and contrast IPv4 address types
3.2.1.6 Syntax Checker - Configuring Passive S0170 ITEA.S. Literacy.RST.11- | 3.7 Configure, verify, and troubleshoot RIPv2 for
Interfaces

12.4. IPv4
CCR.ELA-
3.2.1.7 Syntax Checker - P ti Default
- yntaxthecker - Fropagating a Letau 50170 ITEA.8. | Literacy.RST.11- 3.2.g Gateway of last resort
12.4,
CCR.ELA 3.7 Confi ify, and troubleshoot RIPV2 f
3.2.1.8 Packet Tracer Lab - Configuring RIPv2 0170 ITEA.8. | Literacy.RST.11- | >/ -ontieure, very, a|:v 4r°“ eshoot RIFv=Tor
12.7.
CCR.ELA-
3.2.1.9 Hands-on Lab - Configuring Basic RIPv2 S0170 ITEA.8. Literacy.RST.11-
12.3.
Section 3.3 The Routing Table IT-NET 3.3
3.3.1 Parts of an IPv4 Route Entry IT-NET 3.3
3.3.1.1 Routing Table Entries K0443 ITEA.8. IT-NET 3.3
3.3.1.2 Directly Connected Entries K0443 ITEA.8. IT-NET 3.3
3.3.1.3 Remote Network Entries K0443 ITEA.8. IT-NET 3.3
CCR.ELA-
3.3.1.4 Activity - Identify Parts of an IPv4 Routi
ctivity -ldentity Farts ot an frva Routing K0443 ITEA.8. | Literacy.RST.11-
Table Entry
12.4,
3.3.2 Dynamically Learned IPv4 Routes IT-NET 3.5
3.3.2.1 Routing Table Terms K0443 ITEA.8. IT-NET 3.5
3.3.2.2 Ultimate Route K0443 ITEA.8. IT-NET 3.5
3.3.2.3 Level 1 Route K0443 ITEA.8. IT-NET 3.5
3.3.2.4 Level 1 Parent Route K0443 ITEA.8. IT-NET 3.5
3.3.2.5 Level 2 Child Route K0443 ITEA.8. IT-NET 3.5
CCR.ELA-
3.3.2.6 Activity - Identify Parent and Child IPv4 .
K0443 ITEA.8. Literacy.RST.11-
Routes
12.4,
3.3.3 The IPv4 Route Lookup Process
Iris Kutch, Towson University April 2019
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3.3.3.1 Route Lookup Process K0443 ITEA.8.
3.3.3.2 Best Route = Longest Match K0443 ITEA.8.

CCR.ELA-
3.3.3.3 Activity - Determine the L t Match

ctivity - Determine the tongest Matc K0443 ITEA.8. | Literacy.RST.11-
Route
12.4.

3.3.4 Analyze an IPv6 Routing Table
3.3.4.1 IPv6 Routing Table Entries K0443 ITEA.8.
3.3.4.2 Directly Connected Entries K0443 ITEA.8.
3.3.4.3 Remote IPv6 Network Entries K0443 ITEA.8.

CCR.ELA-
3.3.4.4 Activity - Identify Parts of an IPv6 Routi

ctivity - Identity Farts or an [EvS Routing K0443 ITEA.8. | Literacy.RST.11-
Table Entry
12.4.

Section 3.4 Summary
3.4.1 Conclusion

CCR.ELA-
3.4.1.1 Activity - Details, Details... K0443 ITEA.8. L'teraci'zngST'll'
3.4.1.2 Dynamic Routing S0170
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Routing & Switching Essentials - Chapter 4, Switched Networks

Exam Objective
Page NICE NGSS ITEA DODEA ICND1 (100-105) CCNA (200-125)
Section 4.0 Introduction
4.0.1 Introduction
4.0.1.1 Switched Networks K0443
CCR.ELA-
4.0.1.2 Activity - Sent or Received K0443 Literacy.WHST.11-
12.2b.
Section 4.1 LAN Design IT-NET 3.2
4.1.1 Converged Networks IT-NET 3.2
4.1.1.1 Growing Complexity of Networks K0443 IT-NET 3.2
4.1.1.2 Elements of a Converged Network K0443 IT-NET 3.2
4.1.1.3 Cisco Borderless Networks K0443 IT-NET 3.2
4.1.1.4 Hierarchy in the Borderless Switched K0443 T-NET 3.2
Network
1.6 Select the appropriate cabling type based on
4.1.1.5 Access, Distribution, and Core Layers K0443 IT-NET 3.2 implementation requirements
1.7.a Perform fault isolation and document
. . . CCR.ELA-
::r.;.iizztgl\;lty - Identify Switched Network K0443 Literacy.RST.11-
12.4.
4.1.2 Switched Networks IT-NET 3.2
4.1.2.1 Role of Switched Networks K0443
4.1.2.2 Form Factors K0443 1.7.a Perform fault isolation and document
CCR.ELA-
4.1.2.3 Activity - Identify Switch Hardware K0443 Literacy.RST.11-
12.4.
Section 4.2 The Switched Environment
4.2.1 Frame Forwarding IT-NET 3.2 2.2 Interpret Ethernet frame format
4.2.1.1 Swltchlng asa General. Corlcept in K0443 2.2 Interpret Ethernet frame format
Networking and Telecommunications
4.2.1.2 Video - MAC Address Tables on Connected . CCR.ELA- 1.9 Compare and contrast IPv4 address types
. K0443 Literacy.RST.11- |2.1.d MAC address table
Switches 12.7. 2.2 Interpret Ethernet frame format
4.2.1.3 Switch Forwarding Methods K0443 IT-NET 3.2 2.2 Interpret Ethernet frame format
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4.2.1.4 Store-and-Forward Switching K0443 2.2 Interpret Ethernet frame format
4.2.1.5 Cut-Through Switching K0443 ;;fnxfpcr:f:tr::‘::;b:ame I
CCR.ELA-
4.2.1.6 Activity - Frame Forwarding Methods K0443 Literacy.RST.11-
12.4.
CCR.ELA-
4.2.1.7 Activity - Switch It! K0443 Literacy.RST.11-
12.4.
4.2.2 Switching Domains IT-NET 3.2
4.2.2.1 Collision Domains K0443
4.2.2.2 Broadcast Domains K0443 1.9 Compare and contrast IPv4 address types
4.2.2.3 Alleviating Network Congestion K0443
CCR.ELA-
4.2.2.4 Activity - Circle the Domain K0443 Literacy.RST.11-
12.4.
Section 4.3 Summary
4.3.1 Summary
CCR.ELA-
4.3.1.1 Activity - It's Network Access Time K0443 Literacy. WHST.11-
12.9.
CCR.ELA-
4.3.1.2 Syntax Checker - Basic Switch Configurations K0443 Literacy.RST.11-
12.4.
4.3.1.3 Switched Networks K0443 2.1.d MAC address table
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Routing & Switching Essentials - Chapter 5, Switch Configuration

Exam Objective

Page NICE NGSS ITEA DODEA
& ICND1 (100-105) CCNA (200-125)
Section 5.0 Introduction IT-NET 3.9
5.0.1 Welcome IT-NET 3.9
5.0.1.1 Switch Configuration S0170 IT-NET 3.9
CCR.ELA-
5.0.1.2 Activity - Stand By M S0170
ctivity - >tand By Ve Literacy.WHST.11-12.9.
Section 5.1 Basic Switch Configuration IT-NET 3.9
5.1.1 Configure a Switch with Initial Settings IT-NET 3.9
5.1.1.1 Switch Boot Sequence K0443 IT-NET 3.9 5.5.c File system management
5.1.1.2 Recovering from a System Crash K0443 IT-NET 3.9 >-5.cFile SYStem ma.nagement
5.6.b Terminal monitor

5.1.1.3 Switch LED Indicators K0443 IT-NET 3.9
5.1.1.4 Preparing for Basic Switch Management K0443 IT-NET 3.9 2.4.b Default VLAN
5..1.1.5 Configuring Basic Switch Management Access 0170 IT-NET 3.9
with IPv4

. . ) . CCR.ELA-
5.1.1.6 Hands-on Lab - Basic Switch Configuration S0170 2.1.d MAC address table

Literacy.RST.11-12.3.

5.1.2 Configure Switch Ports

1.6 Select the appropriate cabling type based on
implementation requirements

5.1.2.1 Duplex Communication KO443 2.3 Troubleshoot interface and cable issues (collisions,
errors, duplex, speed)
5.1.2.2 Syntax Checker - Configure Switch Ports at 50170 CCR.ELA-
the Physical Layer Literacy.RST.11-12.4.
CCR.ELA- . i i
5.1.2.3 Syntax Checker - Auto-MDIX K0443 . 1 6 Select thef appmp.”ate cabling type based on
Literacy.RST.11-12.4. implementation requirements
5.1.2.4 Verifying Switch Port Configuration S0170
5.1.2.5 Network Access Layer Issues K0443

1.7 Apply troubleshooting methodologies to resolve
problems

2.3 Troubleshoot interface and cable issues (collisions,
errors, duplex, speed)

5.1.2.6 Troubleshooting Network Access Layer Issues | K0443

Section 5.2 Switch Security IT-NET 2.2

5.2.1 Secure Remote Access IT-NET 2.2
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5.2.1.1 SSH Operation K0443 IT-NET 2.2 5.4.c. (i) Telnet/SSH
. _ CCR.ELA- 5.4.a Local authentication
5.2.1.2 Syntax Checker - Configuring SSH S0170 . 5.4.b Secure password
Literacy.RST.11-12.4. |, . (ii) Telnet/SSH
5.2.1.3 Verifying SSH S0170 IT-NET 5.3
. CCR.ELA- 5.4.b Secure password
5.2.1.4 Packet Tracer Lab - Configuring SSH S0170 Literacy.RST.11-12.7. |5-4.c. (i) Telnet/sSH
5.2.2 Switch Port Security K0443 IT-NET 5.3
5.2.2.1 Secure Unused Ports K0443 IT-NET 5.3
2.1.a MAC learning and aging
2.1.d MAC address table
. . 2.7.a Static
5.2.2.2 Port Security: Operation K0443 IT-NET 5.3 2.7.b Dynamic
2.7.c Sticky
2.7.d Max MAC addresses
5.2.2.3 Port Security: Violation Modes K0443 IT-NET 5.3 2.7.e Violation actions
. - 2.7.c Sticky
5.2.2.4 Port Security: Configuring S0170 IT-NET 5.3 2 7 & Violation actions
. . 2.1.a MAC learning and aging
5.2.2.5 Port Security: Verifying K0443 IT-NET 5.3 2.7.c Sticky
5.2.2.6 Ports in Error Disabled State K0443 IT-NET 5.3 2.7.e Violation actions
5.2.2.7 Packet Tracer Lab - Configuring Switch Port 50170 CCR.ELA-
Security Literacy.RST.11-12.7.
5.2.2.8 Packet Tracer Lab - Troubleshooting Switch 50170 CCR.ELA-
Port Security Literacy.RST.11-12.7.
5.2.2.9 Hands-on Lab - Configuring Switch Security 50170 CCR.ELA-
Features Literacy.RST.11-12.3.
Section 5.3 Summary
5.3.1 Conclusion
CCR.ELA-
5.3.1.1 Activity - Switch Tri S0170
cHivity - switeh o Literacy.WHST.11-12.9.
5.3.1.2 Packet Tracer Lab - Skills Integration 50170 CCR.ELA-
Challenge Literacy.RST.11-12.7.
5.3.1.3 Switch Configuration 50170 2-1.c Frame flooding

5.5.c File system management
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Routing & Switching Essentials - Chapter 3, VLANs

Exam Objective
Page NICE | NGSS | ITEA DODEA ICND1 (100-105) CCNA (200-125)
Section 6.0 Introduction
6.0.1 Welcome
6.0.1.1 VLANs K0443
CCR.ELA-
6.0.1.2 Activity - Vacation Station K0443 Literacy.WHST.1
1-12.9.
Section 6.1 VLAN Segmentation IT-NET 3.7
6.1.1 Overview of VLANs IT-NET 3.7
6.1.1.1 VLAN Definitions K0443 IT-NET 3.7 1.9 Compare and contrast IPv4 address types
6.1.1.2 Benefits of VLANs K0443 IT-NET 3.7 1.9 Compare and contrast IPv4 address types
1.9 Compare and contrast IPv4 address types
2.4.a Access ports (data and voice)
2.4.b Default VLAN
6.1.1.3 Types of VLANs K0443 IT-NET 3.7 2.5.2 Trunk ports
2.5.b 802.1Q
2.5.c Native VLAN
6.1.1.4 Voice VLANs K0443 IT-NET 3.7 ;:ig‘;\”c‘cp;rsepa;r‘:sc(‘;’;tt?;';‘\’/‘c‘)iac‘:;’ress types
6.1.1.5 Packet Tracer Lab - Who Hears the C,CR'ELA_
K0443 Literacy.RST.11- [1.9 Compare and contrast IPv4 address types
Broadcast?
12.7.
6.1.2 VLANSs in a Multi-Switched Environment
2.5.a Trunk ports
6.1.2.1 VLAN Trunks S0168 IT-NET 3.7 2.5.5802.1Q
6.1.2.2 Controlling Broadcast Domains with VLANs [S0168 IT-NET 3.7 1.9 Compare and contrast IPv4 address types
6.1.2.3 Tagging Ethernet Frames for VLAN 2.5.a Trunk ports
Identification S0168 IT-NET 3.7 2.5.b 802.1Q
2.4.a Access ports (data and voice)
2.4.b Default VLAN
6.1.2.4 Native VLANs and 802.1Q Tagging S0168 IT-NET 3.7 2.5.a Trunk ports
2.5.b 802.1Q
2.5.c Native VLAN
6.1.2.5 Voice VLAN Tagging S0168 2.4.a Access ports (data and voice)
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CCR.ELA-

6.1.2.6 Activity - Predict Switch Behavior S0168 Literacy.RST.11-
12.9.
CCR.ELA-
6.1.2.7 Packet Tracer Lab - Investigating a VLAN ]
) S0168 Literacy.RST.11-
Implementation
12.7.
Section 6.2 VLAN Implementations
6.2.1 VLAN Assignment
6.2.1.1 VLAN Ranges on Catalyst Switches K0443 2.5.b 802.1Q
CCR.ELA-
6.2.1.2 Syntax Checker - Creating a VLAN S0168 Literacy.RST.11-
12.4.
CCR.ELA-
6.2.1.3 Syntax Checker - Assigning Ports to VLANs S0168 Literacy.RST.11- |2.4.a Access ports (data and voice)
12.4.
CCR.ELA-
6.2.1.4 Syntax Checker - Changing VLAN Port ) )
. S0168 Literacy.RST.11- |2.4.a Access ports (data and voice)
Membership
12.4.
6.2.1.5 Deleting VLANs S0168
CCR.ELA-
6.2.1.6 Syntax Checker - Verifying VLAN Information {S0168 Literacy.RST.11-
12.4.
CCR.ELA-
6.2.1.7 Packet Tracer Lab - Configuring VLANs S0168 Literacy.RST.11-
12.7.
6.2.2 VLAN Trunks
2.5.a Trunk ports
6.2.2.1 Configuring IEEE 802.1Q Trunk Links 50168 IT-NET 3.7 2.5.b 802.1Q
2.5.c Native VLAN
6.2.2.2 Resetting the Trunk to Default State S0168 2.5.c Native VLAN
CCR.ELA-
6.2.2.3 Syntax Checker - Verifying Trunk ) )
. . 50168 Literacy.RST.11- |2.5.c Native VLAN
Configuration
12.4.
CCR.ELA- 2.4.a Access ports (data and voice)
6.2.2.4 Packet Tracer Lab - Configuring Trunks S0168 Literacy.RST.11- 2.4.b Default VLAN

12.7.

2.5.a Trunk ports
2.5.c Native VLAN
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6.2.2.5 Hands-on Lab - Troubleshooting a VLAN

CCR.ELA-

. . 50168 Literacy.RST.11- |2.5.b 802.1Q
Implementation - Scenario 1 123
6.2.3 Troubleshoot VLANs and Trunks IT-NET 5.9
6.2.3.1 IP Addressing Issues with VLAN S0168 IT-NET 5.9
1.7 Apply troubleshooting methodologies to resolve
6.2.3.2 Missing VLAN 50168 IT-NET 5.9 problems
B I1SSIng S ) ' 2.1.d MAC address table
2.4.a Access ports (data and voice)
. . 2.4.a Access ports (data and voice)
6.2.3.3 Introduction to Troubleshooting Trunks S0168 IT-NET 5.9
2.5.a Trunk ports
6.2.3.4 Common Problems with Trunks 50168 IT-NET 5.9 2.5.a Trunk ports
6.2.3.5 Incorrect Port Mode S0168 IT-NET 5.9 2.5.a Trunk ports
6.2.3.6 Incorrect VLAN List S0168 IT-NET 5.9
6.2.3.7 Packet Tracer Lab - Troubleshooting a VLAN CCR.ELA- 1.7 Appl bleshooti hodologi I
2.3, ' ‘ g 50168 Literacy.RST.11- |- pply troubleshooting methodologies to resolve
Implementation - Scenario 1 177 problems
6.2.3.8 Packet Tracer Lab - Troubleshooting a VLAN CCR.ELA- 1.7 Appl bleshooti hodologi [
2.0, . ‘ g 50168 Literacy.RST.ll— .7 Apply troubleshooting methodologies to resolve
Implementation - Scenario 2 12.7 problems
6.2.3.9 Hands-on Lab - Troubleshooting VLAN CCR.ELA- 1.7 Appl bleshooti hodologi [
L. .. . g S0168 Literacy.RST.11- .7 Apply troubleshooting methodologies to resolve
Configurations problems
12.3.
Section 6.3 Inter-VLAN Routing Using Routers
6.3.1 Inter-VLAN Routing Operation
6.3.1.1 What is Inter-VLAN Routing? S0168 3.4.a Router on a stick
6.3.1.2 Legacy Inter-VLAN Routing S0168
6.3.1.3 Router-on-a-Stick Inter-VLAN Routing 50168 3.4.a Router on a stick
CCR.ELA-
6.3.1.4 Activity - Identify the Types of inter-VLAN
, y ythe Typ 50168 Literacy.RST.11-
Routing
12.9.
6.3.2 Configure Legacy Inter-Vlan Routing 50168
3.2.1 i i - i
6.3 Cf)nflgure Legacy inter-VLAN Routing 50168
Preparation
.3.2.2 Confi L Inter-VLAN Routi itch
6.3 onfigure Legacy Inter outing Switc 50168

Configuration
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6.3.2.3 Configure Legacy Inter-VLAN Routing Router

S0168
Interface Configuration
CCR.ELA-
6.3.2.4 Hands-on Lab - Configuring Per-Interface ]
. S0168 Literacy.RST.11-
Inter-VLAN Routing
12.3.
6.3.3 Configure Router-on-a-Stick Inter-VLAN
Routing
6.3.3.1 Configure Router-on-a-Stick Preparation S0168 3.4.a Router on a stick
6.3.3.2 Configure Router-on-a-Stick Switch 2.5.a Trunk ports
) . S0168 i
Configuration 3.4.a Router on a stick
6.3.3.3 Configure Router-on-a-Stick Router 50168 2.5.b 802.1Q
Subinterface Configuration 3.4.a Router on a stick
CCR.ELA-
6.3.3.4 Syntax Checker - Configure Router-on-a- . .
. e . S0168 Literacy.RST.11- |3.4.a Router on a stick
Stick: Verifying Subinterfaces 124
6.3.3‘.5 Configure Router-on-a-Stick Verifying 50168 3.4.3 Router on a stick
Routing
CCR.ELA-
6.3.3.6 Packet Tracer Lab - Configuring Router-on-a- ) i
. . S0168 Literacy.RST.11- |3.4.a Router on a stick
Stick Inter-VLAN Routing
12.7.
CCR.ELA-
6.3.3.7 Hands-on Lab - Configuring 802.1Q Trunk- 0168 Literacy.RST.11- |2.5.6 802.1Q
Based Inter-VLAN Routing YRSt o '
12.3.
CCR.ELA-
6.3.3.8 Packet Tracer Lab - Inter-VLAN Routing .
S0168 Literacy.RST.11-
Challenge
12.7.
Section 6.4 Summary
6.4.1 Conclusion
CCR.ELA-
6.4.1.1 Activity - The Inside Track K0443 Literacy.WHST.1
1-12.9.
CCR.ELA-
6.4.1.2 Packet Tracer Lab - Skills Integration ]
S0168 Literacy.RST.11-
Challenge
12.7.
6.4.1.3 VLANs K0443 2.4.a Access ports (data and voice)
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Routing & Switching Essentials - Chapter 7, Access Control Lists

Exam Objective
Page NICE NGSS ITEA DODEA ICND1 (100-105) CCNA (200-125)
4.6 Configure, verify, and troubleshoot IPv4
Section 7.0 Introduction standard numbered and named access list for
routed interfaces
7.01 Introduction
7.0.1.1 Access Control Lists T0438 1.3.a Firewalls
CCR.ELA-
7.0.1.2 Activity - Permit Me to Assist You Literacy.WHST.11-
12.9.
Section 7.1 ACL Operation
7.1.1 Purpose of ACLs
7.1.1.1 Whatis an ACL? T0438
7.1.1.2 Packet Filtering T0438
7.1.1.3 ACL Operation T0438
CCR.ELA-
7.1.1.4 Packet Tracer Lab - ACL Demonstration S0076 Literacy.RST.11-
12.7.
7.1.2 Wildcard Masks in ACLs
7.1.2.1 Introducing ACL Wildcard Masking T0438
7.1.2.2 Wildcard Mask Examples K0487
7.1.2.3 Calculating the Wildcard Mask K0487
7.1.2.4 Wildcard Mask Keywords K0487
7.1.2.5 Wildcard Mask Keyword Examples K0487
7.1.2.6 Activity - Determine the Correct Wildcard . CCR.ELA-
S0076 Literacy.RST.11-
Mask
12.4.
CCR.ELA-
7.1.2.7 Activity - Determine the Permit or Deny S0076 Literacy.RST.11-
12.4.
7.1.3 Guidelines for ACL Creation
7.1.3.1 General Guidelines for Creating ACLs K0487 1.3.a Firewalls
7.1.3.2 ACL Best Practices T0438
Iris Kutch, Towson University April 2019 Page 20 of 35



CCR.ELA-

7.1.3.3 Activity - ACL Operation Literacy.RST.11-
12.4.

7.1.4 Guidelines for ACL Placement

7.1.4.1 Where to Place ACLs T0438

7.1.4.2 Standard ACL Placement T0438

Section 7.2 Standard IPv4 ACLs

4.6 Configure, verify, and troubleshoot IPv4
7.2.1 Configure Standard IPv4 ACLs standard numbered and named access list for
routed interfaces

4.6 Configure, verify, and troubleshoot IPv4
7.2.1.1 Numbered Standard IPv4 ACL Syntax T0438 standard numbered and named access list for
routed interfaces

4.6 Configure, verify, and troubleshoot IPv4
7.2.1.2 Applying Standard IPv4 ACLs to Interfaces T0438 standard numbered and named access list for
routed interfaces

4.6 Configure, verify, and troubleshoot IPv4
7.2.1.3 Numbered Standard IPv4 ACL Examples T0438 standard numbered and named access list for
routed interfaces

4.6 Configure, verify, and troubleshoot IPv4
7.2.1.4 Named Standard IPv4 ACL Syntax T0438 standard numbered and named access list for
routed interfaces

CCR.ELA-
7.2.1.5 Activity - Configuring Standard ACLs S0076 Literacy.RST.11-
12.4.
CCR.ELA-
7.2.1.6 Packet Tracer Lab - Configuring Numbered 50192 Lt er 11
Standard IPv4 ACLs Iteracy.RST.
12.7.
CCR.ELA-
7.2.1.7 Packet Tracer Lab - Configuring Named 50192 iterace.RST 11
Standard IPv4 ACLs e 852-7 .
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7.2.2 Modify IPv4 ACLs

1.7 Apply troubleshooting methodologies to

7.2.2.1 Method 1 - Use a Text Editor T0438
resolve problems
7.2.2.2 Method 2 - Use Sequence Numbers T0438
7.2.2.3 Editing Standard Named ACLs T0438
7.2.2.4 Verifying ACLs T0438
7.2.2.5 ACL Statistics T0438
.ELA-
7.2.2.6 Hands-on Lab - Configuring an ACL on VTY . CCR.ELA
. S0192 Literacy.RST.11-
Lines
12.3.
7.2.3 Securing VTY Ports with a Standard IPv4 ACL
.ELA-
7.2.3.1 Syntax Checker - The access-class . CCR.ELA
S0076 Literacy.RST.11-
Command
12.4.
7.2.3.2 Verifying a Standard ACL used to Secure a 50076
VTY Port
CCR.ELA-
7.2.3.3 Packet T Lab - Configuri ACL
> racket fracer tab -Lontiguring an AL on 50192 Literacy.RST.11- |5.4.c. (ii) Telnet/SSH
VTY Lines
12.7.
CCR.ELA-
7.2.3.4 Hands-on Lab - Configuring and Verifying .
. S0192 Literacy.RST.11-
VTY Restrictions
12.3.
7.3 Troubleshoot ACLs IT-NET 5.9
7.3.1 Processing Packets with ACLs T0438 IT-NET 5.9
7.3.1.1 The Implicit Deny Any T0438 IT-NET 5.9
7.3.1.2 The Order of ACEs in an ACL T0438 IT-NET 5.9
7.3.1.3 Cisco 10S Reorders Standard ACLs T0438 IT-NET 5.9
7.3.1.4 Routing Processes and ACLs T0438 IT-NET 5.9
4.6 Configure, verify, and troubleshoot IPv4
7.3.2 Common IPv4 Standard ACL Errors IT-NET 5.9 standard numbered and named access list for
routed interfaces
7.3.2.1 Troubleshooting Standard IPv4 ACLs - 50192 IT-NET 5.9

Example 1
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7.3.2.2 Troubleshooting Standard IPv4 ACLs -

50192 IT-NET 5.9
Example 2
7.3.2.3 Troubleshooting Standard IPv4 ACLs - 50192 IT-NET 5.9
Example 3
7.3.2.4 Packet Tracer Lab - Troubleshooting 50192 Lit CCR.I;LS,:_—H
Standard IPv4 ACLs feracy.not.
12.7.
7.4 Summary
7.4.1 Conclusion
CCR.ELA-
7.4.1.1 Activity - FTP Denied Literacy.WHST.11-
12.9.
7.4.1.2 Packet Tracer Lab - Skills Integration ) CCR.ELA-
S0192 Literacy.RST.11-
Challenge
12.7.
7.4.1.3 Access Control Lists 50192
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Routing & Switching Essentials - Chapter 8, DHCP

Exam Objective
Page NICE NGSS ITEA DODEA
& ICND1 (100-105) CCNA (200-125)
4.3 Configure and verify DHCP on a router
(excluding static reservations)
Section 8.0 4.3.a Server
4.3.b Relay
4.3.cClient
4.3.d TFTP, DNS, and gateway options
8.0.1 Welcome
8.0.1.1 DHCP K0332
Section 8.1 DHCPv4
8.1.1 DHCPv4 Operation
8.1.1.1 Introducing DHCPv4 K0332
8.1.1.2 DHCPv4 Operation K0332
8.1.1.3 DHCPv4 Message Format K0332 4.1 Describe DNS lookup operation
8.1.1.4 DHCPv4 Discover and Offer Messages K0332
8.1.1.5 Activity - Identify the Steps in DHCPv4 K0332 CCR.ELA-
Operation Literacy.RST.11-12.4.
8.1.2 Configuring a Basic DHCPv4 Server
CCR.ELA-
8.1.2.1 Syntax Checker - Configuring a Basic . . .
DHCPv4 Server K0332 Literacy.RST.11-12.4. |4.1 Describe DNS lookup operation
8.1.2.2 Verifying DHCPv4 K0332
CCR.ELA-
8.1.2.3 Syntax Checker - DHCPv4 Rel K0332
yntaxthecker VA Relay Literacy.RST.11-12.4.
8.1.2.4 Hands-on Lab - Configuring Basic DHCPv4 K0332 CCR.ELA-
on a Router Literacy.RST.11-12.3.
8.1.2.5 Hands-on Lab - Configuring Basic DHCPv4 K0332 CCR.ELA-
on a Switch Literacy.RST.11-12.3.
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8.1.3 Configure DHCPv4 Client

8.1.3.1 Syntax Checker - Configuring a Router as K0332 CCR.ELA-
DHCPv4 Client Literacy.RST.11-12.4.
8..1.3.2 Configuring a Wireless Router as a DHCPv4 K0332
Client
8.1.3.3 Packet Tracer Lab - Configuring DHCPv4 K0332 CCR.ELA-
Using Cisco 10S Literacy.RST.11-12.7.
8.1.4 Troubleshoot DHCPVA IT-NET 5.9 4.4 Troublesh(.)o.t cIllent- and router-based
DHCP connectivity issues
8.1.4.1 Troubleshooting Tasks K0332 IT-NET 5.9
8.1.4.2 Verify Router DHCPv4 Configuration K0332 IT-NET 5.9
8.1.4.3 Debugging DHCPv4 K0332 IT-NET 5.9
R.ELA- 1.7 Appl leshooti h logi
8.1.4.4 Hands-on Lab - Troubleshooting DHCPv4 K0332 C_C pply troubleshooting methodologies
Literacy.RST.11-12.3. |to resolve problems
Section 8.2 DHCPv6
8.2.1 SLAAC and DHCPv6
1.9 Compare and contrast IPv4 address
types
1.13 Configure and verify IPv6 Stateless
8.2.1.1 Stateless Address Autoconfiguration & ) y
K0332 Address Auto Configuration
(SLAAC) )
1.14.a Global unicast
1.14.d Multicast
1.14.f Autoconfiguration
1.9 Compare and contrast IPv4 address
types
1.13 Configure and verify IPv6 Stateless
Add Auto Confi ti
8.2.1.2 SLAAC Operation K0332 ress Auto Lontiguration
1.14.a Global unicast
1.14.c Link local
1.14.d Multicast
1.14.e Modified EUI 64
8.2.1.3 SLAAC and DHCPVE K0332 1.13 Configure and verify IPv6 Stateless

Address Auto Configuration
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1.13 Configure and verify IPv6 Stateless
Address Auto Configuration

8.2.1.4 SLAAC Option K0332 )
1.14.a Global unicast
1.14.e Modified EUI 64
1.14. [
8.2.1.5 Stateless DHCPv6 Option K0332 42 GIOb?I. unicast
1.14.e Modified EUI 64
8.2.1.6 Stateful DHCPv6 Option K0332
1.9 Compare and contrast IPv4 address
t
8.2.1.7 DHCPv6 Operations K0332 ypes .
1.14.c Link local
1.14.d Multicast
8.2.1.8 Activity - Identify the Steps in DHCPv6 K0332 CCR.ELA-
Operation Literacy.RST.11-12.4.

8.2.2 Stateless DHCPv6

1.13 Configure and verify IPv6 Stateless
8.2.2.1 Configuring a Router as a Stateless DHCPv6 K0332 Address Auto Configuration

Server 1.14.a Global unicast

1.14.c Link local

1.13 Configure and verify IPv6 Stateless
8.2.2.2 Configuring a Router as a Stateless DHCPv6 K0332 Address Auto Configuration

Client 1.14.a Global unicast

1.14.c Link local

1.13 Configure and verify IPv6 Stateless
CCR.ELA Address Auto Configuration
8.2.2.3 Syntax Checker - Verifying Stateless DHCPv6|K0332 e 1.14. i
yntax Checker - Verifying Stateless v Literacy.RST.11-12.4. 4.a Gflobal unicast
1.14.c Link local

1.14.e Modified EUI 64

8.2.3 Stateful DHCPv6 Server

8.2.3.1 Configuring a Router as a Stateful DHCPv6

K0332
Server
ihze:tz Configuring a Router as a Stateful DHCPv6 K0332 1.14.c Link local

CCR.ELA- 1.14.a Global unicast

8.2.3.3 Syntax Checker - Verifying Stateful DHCPv6 |K0332
yntax Lhecker - Verilying tatetu v Literacy.RST.11-12.4. |1.14.c Link local
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1.9 Compare and contrast IPv4 address

8.2.3.4 Syntax Checker - Configuring a Router as a K0332 CCR.ELA- types
DHCPv6 Relay Agent Literacy.RST.11-12.4. (1.14.c Link local
1.14.d Multicast
8.2.3.5 Hands-on Lab - Configuring Stateless and K0332 CCR.ELA-
Stateful DHCPv6 Literacy.RST.11-12.3.
1.12 Configure, verify, and troubleshoot
8.2.4 Troubleshoot DHCPV6 IT-NET 5.9 IPv6 addressing
4.4 Troubleshoot client- and router-based
DHCP connectivity issues
8.2.4.1 Troubleshooting Tasks K0332 IT-NET 5.9 1.12 Configure, verify, and troubleshoot
IPv6 addressing
1.12 Confi if d troubleshoot
8.2.4.2 Verify Router DHCPv6 Configuration K0332 IT-NET 5.9 ontigure, verity, and troubieshoo
IPv6 addressing
1.12 Confi , verify, and troubleshoot
8.2.4.3 Debugging DHCPV6 K0332 IT-NET 5.9 ontigure, verity, and troubleshoo
IPv6 addressing
CCR.ELA- 1.7 Apply troubleshooting methodologies

8.2.4.4 Hands-on Lab - Troubleshooting DHCPv6 K0332
ands-on ta roubieshooting v Literacy.RST.11-12.3. |to resolve problems

Section 8.3 Summary

8.3.1 Conclusion

CCR.ELA-
8.3.1.1 Activity - loE and DHCP K0332 Literacy.WHST.11-
12.9.
8.3.1.2 Packet Tracer Lab - Skills Integration K0332 CCR.ELA-
Challenge Literacy.RST.11-12.7.
8.3.1.3 DHCP K0332 1.14.f Autoconfiguration
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Routing & Switching Essentials - Chapter 9, NAT for IPv4

Exam Objective
Page NICE NGSS ITEA DODEA ICND1 (100-105) CCNA (200-125)
4.7 Configure, verify, and troubleshoot inside
Section 9.0 Network Address Translation for IPv4 source NAT
4.7.a Static
4.7.b Pool
4.7.c PAT
9.0.1 Welcome
9.0.1.1 NAT for IPv4 S0192
CCR.ELA-
9.0.1.2 Activity - Conceptual NAT Literacy. WHST.1
1-12.7.
Section 9.1 NAT Operation
9.1.1 NAT Characteristics
9.1.1.1 IPv9 Private Address Space S0192
9.1.1.2 What is NAT? S0192
9.1.1.3 NAT Terminology S0192
9.1.1.4 NAT Terminology (Cont.) S0192
9.1.1.5 How NAT Works S0192
CCR.ELA-
9.1.1.6 Activity - Identify NAT Terminology S0192 Literacy.RST.11-
12.4.
9.1.2 Types of NAT
9.1.2.1 Static NAT S0192
9.1.2.2 Dynamic NAT S0192
9.1.2.3 Port Address Translation (PAT) 50192
9.1.2.4 Next Available Port S0192
9.1.2.5 Comparing NAT and PAT 50192 5.4.c. (i) Source address
9.1.2.6 Packet Tracer Lab - Investigating NAT . CCR.ELA-
. S0192 Literacy.RST.11-
Operation
12.7.
9.1.3 NAT Advantages
9.1.3.1 Advantages of NAT 50192 1.3.a Firewalls
9.1.3.2 Disadvantages of NAT 50192 5.4.c. (i) Source address
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Section 9.2 Configuring NAT

9.2.1 Configuring Static NAT

CCR.ELA-
9.2.1.1 Syntax Checker - Configuring Static NAT S0192 Literacy.RST.11-
12.4.
9.2.1.2 Analyzing Static NAT 50192
9.2.1.3 Verifying Static NAT S0192
CCR.ELA-
9.2.1.4 Packet Tracer Lab - Configuring Static NAT S0207 Literacy.RST.11-
12.7.
9.2.2 Configuring Dynamic NAT
9.2.2.1 Dynamic NAT Operation S0192
CCR.ELA-
9.2.2.2 Syntax Checker - Configuring Dynamic NAT S0192 Literacy.RST.11-
12.4.
9.2.2.3 Analyzing Dynamic NAT S0192
9.2.2.4 Verifying Dynamic NAT S0192
CCR.ELA-
9.2.2.5 Packet Tracer Lab - Configuring Dynamic .
S0207 Literacy.RST.11-
NAT
12.7.
CCR.ELA-
9.2.2.6 Hands-on Lab - Configuring Dynamic and .
. S0207 Literacy.RST.11-
Static NAT
12.3.
9.2.3 Configuring PAT 4.7.c PAT
CCR.ELA-
9.2.3.1 Syntax Checker - Configuring PAT: Address .
S0207 Literacy.RST.11-
Pool
12.4,
CCR.ELA-
9.2.3.2 Syntax Checker - Identify the Address .
. S0207 Literacy.RST.11-
Information at Each Hop
12.4.
9.2.3.3 Analyzing PAT S0192
9.2.3.4 Verifying PAT 50192
CCR.ELA-
9.2.3.5 Activity - Identify the Address Information .
S0207 Literacy.RST.11-
at Each Hop 124
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9.2.3.6 Packet Tracer Lab - Implementing Static and

CCR.ELA-

207 - RST.11-
Dynamic NAT S020 Literacy.RST.11
12.7.
CCR.ELA-
9.2.3.7 Hands-on Lab - Configuring Port Address .
. S0207 Literacy.RST.11-
Translation (PAT)
12.3.
9.2.4 Configure Port Forwarding
9.2.4.1 Port Forwarding S0192
9.2.4.2 Wireless Router Example S0192
9.2.4.3 Configuring Port Forwarding with 10S S0207
CCR.ELA-
9.2.4.4 Packet Tracer Lab - Configuring Port .
. ) S0207 Literacy.RST.11-
Forwarding on a Linksys Router 127
9.2.5 Configuring NAT and IPv6
9.2.5.1 NAT for IPv6? S0192
1.14.a Global unicast
9.2.5.2 IPv6 Unique Local Addresses 50192 a blobatunicas
1.14.b Unique local
9.2.5.3 NAT for IPv6 S0192
Section 9.3 Troubleshoot NAT IT-NET 5.9
1.7 Appl leshooti hodologi
9.3.1 NAT Troubleshooting Commands IT-NET 5.9 pply troubleshooting methodologies
to resolve problems
9.3.1.1 The show ip nat Commands 50192 IT-NETS.9 |17 ApPlytroubleshooting methodologies
to resolve problems
1.7 Apply troubleshooting methodologies
9.3.1.2 The debug ip nat Command S0192 IT-NET 5.9 to resolve problems
5.4.c. (i) Source address
1.7 Apply t leshooti thodologi
9.3.1.3 NAT Troubleshooting Scenario S0192 IT-NET 5.9 pply troubleshooting methodologies
to resolve problems
e CCR.ELA- . .
9.3.1.4 Packet Tracer Lab - Verifying and . 1.7 Apply troubleshooting methodologies
. . . S0207 Literacy.RST.11-
Troubleshooting NAT Configurations 12.7 to resolve problems
. CCR.ELA- . .
9.3.1.5 Hands-on Lab - Troubleshooting NAT . 1.7 Apply troubleshooting methodologies
. , S0207 Literacy.RST.11-
Configurations 12.3 to resolve problems

Section 9.4 Summary

9.4.1 Conclusion
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CCR.ELA-

9.4.1.1 Activity - NAT Check S0207 Literacy.RST.11-

12.9.

R.ELA-
9.4.1.2 Packet Tracer Lab - Skills Integration . cc

S0207 Literacy.RST.11-

Challenge

12.7.
9.4.1.3 NAT for IPv4 S0207
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Routing & Switching Essentials - Chapter 10, Device Discovery, Management, and Maintenance

Exam Objective

3 NICE NGSS | ITEA DODEA
age ICND1 (100-105) CCNA (200-125)

Objective Standard

Section 10.0 Introduction

10.0.1 Welcome

10.0.1.1 Device Discovery, Management, and

X K0618 IT-NET 5.8
Maintenance

Section 10.1 Device Discovery IT-NET 5.8

2.6.a Cisco Discovery Protocol
10.1.1 Device Discovery with CDP K0618 IT-NET 5.8 5.2.b Using Cisco Discovery Protocol and LLDP for
device discovery

2.6.a Cisco Discovery Protocol
10.1.1.1 CDP Overview K0618 IT-NET 5.8 5.2.b Using Cisco Discovery Protocol and LLDP for
device discovery

CCR.ELA- 2.6.a Cisco Discovery Protocol

10.1.1.2 Syntax Checker - Configure and Verify CDP T0232 Literacy.RST.11-12.4. 5.2..b Usllng Cisco Discovery Protocol and LLDP for
device discovery

2.6.a Cisco Discovery Protocol
10.1.1.3 Discover Devices Using CDP K0618 5.2.b Using Cisco Discovery Protocol and LLDP for
device discovery

CCR.ELA- 2.6.a Cisco Discovery Protocol

10.1.1.4 Packet Tracer Lab - Map a Network Using CD T0232 Literacy.RST.11-12.7. 5.2..b Us.ing Cisco Discovery Protocol and LLDP for
device discovery

2.6.b LLDP
10.1.2 Device Discovery with LLDP 5.2.b Using Cisco Discovery Protocol and LLDP for
device discovery

2.6.bLLDP
10.1.1.2 LLDP Overview K0618 5.2.b Using Cisco Discovery Protocol and LLDP for
device discovery

CCR.ELA- 2.6.bLLDP

10.1.2.2 Syntax Checker - Configure and Verify LLDP T0232 Literacy.RST.11-12.4. 5.2..b Usllng Cisco Discovery Protocol and LLDP for
device discovery

2.6.b LLDP
10.1.2.3 Discover Devices Using LLDP K0618 5.2.b Using Cisco Discovery Protocol and LLDP for
device discovery

CCR.ELA- 26.bLLDP

10.1.2.4 Activity - Configure and Verify LLDP T0232 . 5.2.b Using Cisco Discovery Protocol and LLDP for
Literacy.RST.11-12.4. device discovery

CCR.ELA- 2.6.b LLDP

10.1.2.5H -on Lab - fi DP LLDP T0232 2. i i Di P | LLDP f
0 5 Hands-on Lab - Configure CDP and 023 Literacy.RST.11-12.3. 5 'b Usllng Cisco Discovery Protocol and or
device discovery

Section 10.2 Device Management IT-NET 5.8
10.2.1 NTP 4.5 Configure and verify NTP operating in client/server
mode
10.2.1.1 Setting the System Clock K0618 ?T;gdceonﬁgure and verify NTP operating in client/server
10.2.1.2 NTP Operation K0618 4.5 Configure and verify NTP operating in client/server
mode
CCR.ELA- i ing in cli
10.2.1.3 Syntax Checker - Configure and Verify NTP T0232 4.5 Configure and verify NTP operating in client/server

Literacy.RST.11-12.4. |[mode
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10.2.1.4 Packet Tracer Lab - Configure and Verify 10232 CCR.ELA- 4.5 Configure and verify NTP operating in client/server
NTP Literacy.RST.11-12.7. |mode
10.2.2 Syslog Operation IT-NET 5.8 5.1 Configure and verify device-monitoring using syslog
10.2.2.1 Introduction to Syslog K0363
10.2.2.2 Syslog Operation K0363 5.6.b Terminal monitor
10.2.2.3 Syslog Message Format K0363
10.2.2.4 Service Timestamp K0363 5.6.c Log events
10.2.2.5 Activity - Interpret Syslog Output CCRELA
o ¥ pret Sysiog Dutp Literacy.RST.11-12.4.
10.2.3 Syslog Configuration IT-NET 5.8
10.2.3.1 Syslog Server K0363
10.2.3.2 Default Logging K0363 5.2.d Logging
10.2.3.3 Router and Switch Commands for Syslog 5.2.d Logging
; K0363
Clients 5.2.f Loopback
o CCR.ELA-
10.2.3.4 Syntax Checker - Verifying Syslog K0363 Literacy.RST.11-12.4.
10.2.3.4 Packet Tracer Lab - Configuring Syslog and K0363 CCR.ELA- 4.5 Configure and verify NTP operating in client/server
NTP Literacy.RST.11-12.7. [mode
. CCR.ELA- 4.5 Configure and verify NTP operating in client/server
10.2.3.6 Hands-on Lab - Confi Sysl dNTP K0363
ands-on tab - Lontiguring Sysiog an Literacy.RST.11-12.3. [mode
Section 10.3 Device Maintenance
10.3.1 Router and Switch File Maintenance IT-NET 5.7
10.3.1.1 Router File Systems K0117 IT-NET 5.7 5.5.c File system management
10.3.1.2 Switch File Systems K0117 IT-NET 5.7 5.5.c File system management
10.3.1.3 Backing Up and Restoring Using Text Files K0117 IT-NET 5.7 52.a BaCkL.Jp and rgstore device configuration
5.6.b Terminal monitor
10.3.1.4 Backing up and Restoring TFTP K0117 IT-NET 5.7 5.2.a Backup and restore device configuration
10.3.1.5 Using USB Ports on a Cisco Router K0117 IT-NET 5.7 5.2.a Backup and restore device configuration
10.3.1.6 Backing Up and Restoring Using a USB K0117 IT-NET 5.7 52.a B.ackup and restore device configuration
5.5.c File system management
CCR.ELA- 5.5.b Password recovery and configuration register
10.3.1.7 Syntax Checker - Password Recovery K0117 Literacy.RST.11-12.4. |5.6.b Terminal monitor
10.3.1.8 Packet Tracer Lab - Backing Up K0117 CCR.ELA-
Configuration Files Literacy.RST.11-12.7.
10.3.1.9 Hands-on Lab - Managing Router CCR.ELA-
11 .6.b Terminal i
Configuration Files with Tera Term ko117 Literacy.RST.11-12.3. 5.6.b Terminal monitor
10.3.1.1 -on Lab - ing Devi .ELA-
0.3.1.10 Hands-on Lab - Managing Device K0117 CCR.ELA

Configuration Files Using TFTP, Flash, and USB

Literacy.RST.11-12.3.
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10.3.1.11 Hands-on Lab - Researching Password K0117 CCRELA- 5.5.b Password recovery and configuration register
Recovery Procedures Literacy.RST.11-12.3. | &4 9 9
10.3.2 10S System Files IT-NET 3.9
10.3.2.1 10S 15 System Image Packaging T0125 IT-NET 3.9 5.2.c Licensing
10.3.2.2 10S Image Filenames T0125 IT-NET 3.9 5.2.c Licensing
10.3.3 I0S Image Management T0125 IT-NET 3.9
10.3.3.1 TFTP Servers as a Backup Location T0125 IT-NET 5.7
10.3.3.2 Syntax Checker - Steps to Backup 10S Image T0125 CCR.ELA-
to TFTP Server Literacy.RST.11-12.4.
. 5.5.a Cisco IOS upgrades and recovery (SCP, FTP,
10.3.3.3 Steps to Copy an 10S Image to a Device T0125 TETP, and MD5 verify)
5.5.a Cisco IOS upgrades and recovery (SCP, FTP,
10.3.3.4 The boot system Command T0125 TETP, and MD5 verify)
10.3.3.5 Packet Tracer Lab - Using a TFTP Server to CCR.ELA- 5.5.a Cisco 10S upgrades and recovery (SCP, FTP,
- T0125 . .
Upgrade a Cisco 10S Image Literacy.RST.11-12.7. | TFTP, and MD5 verify)
CCR.ELA-
10.3.3.6 Vi - i i T012
0.3.3.6 Video - Managing Cisco 10S Images 0125 Literacy.RST.11-12.7.
10.3.4 Software Licensing 5.2.c Licensing
10.3.4.1 Licensing Overview T0125 5.2.c Licensing
10.3.4.2 Licensing Process T0125 5.2.c Licensing
10.3.4.3 Step 1. Purchase the Software Package or T0125 5.2.c Licensing
Feature to Install
) ) CCR.ELA- . .
10.3.4.4 Syntax Checker - Step 2. Obtain a License T0125 Literacy.RST.11-12.4. 5.2.c Licensing
. CCR.ELA- . .
10.3.4.5 Syntax Checker - Step 3. Install the License TO125 Literacy.RST.11-12.4. 5.2.c Licensing
10.3.5 License Verification and Management 5.2.c Licensing
10.3.5.1 License Verification T0125 5.2.c Licensing
10.3.5.2 Syntax Checker - Activate an Evaluation CCR.ELA-
T012 2.c Li i
Right-To-Use License 0125 Literacy.RST.11-12.4. 5.2.c Licensing
. CCR.ELA- 5.2.c Licensing
10.3.5.3 Syntax Checker - Back up the License T0125 Literacy.RST.11-12.4. |5.5.c File system management
CCR.ELA-
10.3.5. -B Li T012 2.c Li i
0.3.5.4 Syntax Checker - Back up the License 0125 Literacy.RST.11-12.4. 5.2.c Licensing
CCR.ELA-
10.3.5.5 Video - Working with 10S 15 Image Licenses T0125 5.2.c Licensing

Literacy.RST.11-12.7.

Section 10.4 Summary

10.4.1 Conclusion
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10.4.1.1 Packet Tracer Lab - Skills Integration T0125 CCR.ELA-
Challenge Literacy.RST.11-12.7.
. . 4.6 Configure, verify, and troubleshoot IPv4 standard
10.4.1.2D D , M t, and ’ ’ .
evice Discovery, Vianagement, an TO0125 numbered and named access list for

Maintenance

routed interfaces
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